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Abstract

This paper provides a high-level overview of the major new features
ofIBMDB29forz/IOSf rom an | T Executiveds p¢
emphasis on the underlying business value that the new release can

deliver.

N/B. Unless otherwise stated, al | refer enc@s wia hiiVher
this document refer to IBM DB2 UDB for z/OS Version 8, and
refer ences t ®0o ri VieD®fr @3BM DB2 9 for z/OS.
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Executive Summary

DB2 9 for z/OS is the latestreleaseo f | BMés fl agship ¢
paper provides a high-level overview of the major new features from
an | T Executivebs perspective, witt

business value that DB2 9 can deliver.

Business Benefit Summary

The following table summarises the business benefits associated
with the move to DB2 9.

Feature Business Benefit

Integrated The availability of pureXML features in DB2 9

XML Support represents the beginning of the next major step in
the productdés evol uadhuda.
whole new class of XML-based enterprise
applications without the performance and flexibility
compromises inherent in previous implementations.

Improved DB2 9 is a more attractive host for LOB data,

Large Object allowing a greater range of applications to take

Support advantage of the resilience and security offered by
DB2.

Native SQL DB2 9 significantly broadens both the scope and

Procedures appeal of SQL procedures, allowing them to be
deployed more efficiently and executed more
quickly and at lower cost than before.

Enhanced DB2 for z/OS is well established as the premier

ERP Support data server for high-end ERP systems such as
SAP. DB2 9 contains a large number of new
features and enhancements to improve the
performance and reduce the costs associated with
these demanding applications.

Business The availability of timely and accurate Business

Intelligence Intelligence can be a key factor in the success of
any enterprise. A number of significant Bl-related
enhancements in DB2 9 reinforce its Bl credentials
on the System z platform, improving performance
and reducing operating costs.

Improved The System z platform has a long history of
Security & providing a safe and secure environment for data,
Auditing but tough new regulations have raised requirements

for new features within the operating system and
other system software. DB2 9 has responded to
these requirements with enhancements designed to
significantly improve security and auditability in
several key areas.

Enhanced As overall IT costs are driven down, people costs
Developer &  are becoming an increasingly large proportion of
DBA the total. DB2 9 contains a number of features that

Productivity  should improve the productivity of DB2 developers
and support staff, yielding significant cost savings
while improving business agility.
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fiDB2 9 builds on the core strengths
of Version 8 in the areas of
performance and availability while
introducing meaningful new
functionality. From traditional
transaction processing to data
warehousing and Web applications,
DB2 9 for z/OS promises to be an
exciting releaseo

Kevin Campbell, Application
Architect, Univar USA

Feature Business Benefit

Improved Improved performance translates directly to better
Performance customer service, reduced resource utilisation and
lower operating costs.

Despite several key performance enhancements
delivered in DB2 Version 8, some customers saw
little or no overall improvement due to the
overheads inherent in the move to a 64-bit
architecture and other architectural changes. DB2 9
reverses this trend, delivering another set of
significant performance enhancements without any
associated overheads.

Conclusion

DB2 9 for z/OS is one of the first of a new breed of hybrid relational

dat abase management systems, opti mi
demanding and complex IT systems and able to seamlessly

integrate relational and XML data.

The new features within DB2 9 represent yet another significant
advancement i n DB graduccoHiepsacalififamnciali e s .
and technical benefits, free from major challenges such as CCSID

issues or Unicode conversions.
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Introduct ion

Manyoft odayés enterprise | T systems a
bewildering array of technologies. The advent of Service Oriented
Architectures and Al oosely coupl edc¢
impossible for the end-user to tell which back-end systems are

It is tempting to think of the data being used.
server as a commodity item: a dumb
database engine responsible only for
performing simple queries in a
reasonable time. In reality, nothing
could be further from the truth.

In such an environment, it is tempting to think of the data server as a
commodity item: a dumb database engine responsible only for
performing simple queries in a reasonable time. In reality, nothing
could be further from the truth.

As IT systems continue to evolve and expand beyond their

traditional boundaries, so too must their data search and retrieval
capabilities. The database is being asked to form the core of a true
Ainformation server o, able to seaml
and new structures such as XML documents. At the same time,

security and regulatory compliance remain key issues, with ever-

more demanding standards being set.

DB2 9 for z/ 0OS is the | arelicnadl r el e as
database, and seeks to address these and other challenges. A

wealth of material exists on the technical changes within DB2 9, but

finding information about how those new features will improve your

business results can be a challenge. This paper provides a high-

level overview of the major new featuresf r om an | T Execut
perspective, with the emphasis on the underlying business value

that DB2 9 can deliver.

A brief summary of the business benefits offered by the previous
release of DB2 (Version 8) is provided in Appendix A1 DB2 V8
Review on page 29.
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AnDB2 9 for z/ OS bui
strengths of Version 8 in the areas of
performance and availability while
introducing meaningful new
functionality. From traditional
transaction processing to data
warehousing and Web applications,
DB2 9 for z/OS promises to be an
exciting release. o0

Kevin Campbell, Chief Application
Architect, Univar USA.

As XML becomes ever more
pervasive, the need to efficiently
store, secure and retrieve these vital
business documents increases. Until
now enterprise relational databases
have found it difficult to efficiently
store hierarchical XML data.

DB2 9 0o Data On Demand

In this section, wedll take a
Version 9, and how many of | BMds
intending to use them to deliver an enhanced IT service to the
business.

This section is organised around the key DB2 9 themes:
e Support for new workloads
e Streamlined security and compliance

e Reducing total cost of ownership (TCO)

Support For New Workloads

The demands being placed upon enterprise data stores are
continually expanding. Many modern business applications have
moved beyond the processing of
now have to deal with new types such as XML and binary data
(including images, audio and video). Databases have to handle
these new data types while continuing to provide the same level of
performance, resilience and security that customers have come to
rely on.

At the same time, IBM continues to evolve the mainframe platform
and extend the range of applications it is able to efficiently support.
Running ERP and Business Intelligence applications on the System
z platform is becoming increasingly popular as specific new function
is added to DB2 (and other System z software) to support them.

Integrated XML Support

XML is becoming increasingly important as the de facto standard for
information exchange between IT systems. Technology initiatives
such as Service-oriented architectures (SOA), enterprise application
integration (EAI), enterprise information integration (Ell) and Web
services all rely on XML to some extent. XML offers the promise of
reduced development costs, increased business agility and
improved standards compliance.

As XML becomes more pervasive, the need to efficiently store,
secure and retrieve vital business documents increases. Databases
are the obvious solution to this problem, but until now enterprise
relational databases have found it difficult to efficiently store
hierarchical XML data.

Previous versions of DB2 for z/OS offered two alternatives to store
of XML data, using the XML Extender feature:

e Shredding. This involved decomposing an XML document and
storing the individual values in columns within a DB2 table. This
requires a fixed (and often complex) mapping from the XML
structure to the DB2 columns, making it difficult to
accommodate changes to the incoming XML. The XML
document also has to be reconstructed again for publishing
purposes and may not be identical to the original i a potential
compliance issue.

JUNE 2007
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e CLOBs. This option simply stored the XML data as a single
Character Large Object (CLOB) within a DB2 table. This avoids
the flexibility and compliance issues associated with shredding,
but makes it very difficult to navigate the internal structure of
the XML document and efficiently retrieve information within it.

DB2 9 for z/OS addresses these limitations through the introduction
ofpureXMLT | BM6s term for t hdledgedXMLgr at i
storage engine within DB2. pureXML was recently implemented

within DB2 9 for Linux, Unix and Windows, and the z/OS

implementation is functionally very similar®.

As shown in the diagram below, DB2 9 is actually a hybrid SQL/XML
database, with a complete XML storage engine implemented

alongside DB26s traditional relatic
can be defined as part of a normal table, allowing related structured

pureXML allows XML documents to and XML data to be stored in the same place.

be easily stored in their native format,

whil e retaining DB2|6

SQL

strengths for structured relational
data.

ifWe have evaluated |t
XML support that DB2 9 provides and
view this as a major technological
advancement to help us to integrate
XML data into a format that will allow
for more robust and efficient usage
by applications."

Bob Perih, Senior Vice President,
Citigroup Figurel -pureXML Hybrid Architecture

This approach allows XML documents to be easily stored in their

native format,whi | e ret aining DB26s tradit.i
relational data. Furthermore, XPath? and SQL can be used

interchangeably (or in combination) to query XML and relational

data. This provides immediate flexibility and productivity

advantages, with traditional application developers able to query

both relational and XML data using SQL, while XML specialists are

able to use the power of XPath to access the same data.

In addition to the new storage engine, a whole host of supporting

"This is not a bolt-on or band-aid XML-related enhancements have been made within DB2 9. These
approach, this is XML without include:

compr omi seo
e XML query and indexing support, to allow efficient retrieval of
Kevin Campbell, Application XML elements

Architect, Univar USA

e New SQL functions to parse and serialise XML documents

! Please refer to the IBM Redbooks DB2 9: pureXML Overview and Fast Start (ITSO, 2006) and Powering SOA with IBM Data Servers (ITSO, 2006) for
more details.
2 XPath is a W3C standard for a language specifically designed for navigating through and accessing parts of an XML document.
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The availability of pureXML features

in DB2 9 represents the beginning of
the next major step
evolution. It is now possible to build a
whole new class of XML-based
enterprise applications without the
performance and flexibility
compromises inherent in previous
implementations.

These enhancements make DB2 9 a
more attractive host for LOB data,
and will allow a greater range of
applications to take advantage of the
resilience and security offered by
DB2.

e Utility support, to allow XML data to be efficiently loaded,

unloaded, reorganised, copied and recovered.

IBM has announced? its intention to enable certain portions of the
workload associated with XML processing to be eligible for
execution on zIIP and zAAP auxiliary processors. This capability will
significantly reduce the costs associated with running XML
workloads on System z, and may also improve overall system
performance by freeing up general purpose processors so they can

better handle other workloads.

The availability of pureXML features in DB2 9 represents the

beginning of thenext maj or

step

n

the produc

possible to build a whole new class of XML-based enterprise
applications without the performance and flexibility compromises

inherent in previous XML implementations.

New LOB Capabilities

Large Objects, or LOBs, allow large amounts of binary data to be
stored as a special column within a DB2 table, and searched and
retrieved using the power of SQL. Many newer applications need to
be able to store this sort of complex data (such as images, audio,
video and even PDF files) alongside more traditional data
structures. Note that ERP applications such as SAP also make

extensive use of database LOBs

DB2 for z/OS has supported LOBs for some time®, but some
significant restrictions existed that made it difficult for many

customers to make use of these features.

Most of these restrictions have been addressed within DB2 9,
through the implementation of the following new features:

e LOB utilities. Prior to DB2 9, the REORG utility was not able to
reclaim wasted space within the LOB table, and no access was
allowed to the LOB data while it was being reorganised. DB2 9
provides an enhanced reorganisation utility that allows read
access to the data and is also able to reclaim any wasted
space and make it available for future insert operations. Also
new in DB2 9 is the ability to execute the CHECK utility (used
to validate the integrity of LOBs) without disrupting application

access to the data.

e LOB retrieval. LOBs can vary in size from a few hundred bytes
to a GB or more. Prior to DB2 9, programmers had to use
different techniques to efficiently retrieve LOB data, depending
on the size of the LOB. DB2 9 is able to automatically decide
the best technique to pass LOB data to the client, improving
efficiency and reducing the programming burden. Support for
this technique has also been added to the DB2 Universal Java

Driver.

e LOB locking. Enhancements have been made to the locking
model used by LOBSs, to eliminate some types of locks and to

improve concurrency.

® Please refer to IBM Statement of Direction dated 18" April 2007
* Please refer to IBM Redbook LOBs with DB2 for z/OS: Stronger and Faster (ITSO, 2006) for further information.
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Stored procedures can provide a
number of very significant benefits,
including lower maintenance costs
through improved code re-use, better
performance and enhanced security.

DB2 9 allows SQL stored procedures
to be executed natively by DB2 1 no
compilation step is necessary, the
requirement for a C compiler has
been removed and performance will
be enhanced by up to 80%.

e Large LOB handling. A new feature allows some applications
to retrieve or store large LOBs by interacting directly with the
underlying file system rather than having to acquire storage to
contain the LOB value within the program, making it easier and
more efficient to handle large LOBs.

These enhancements make DB2 9 a more attractive host for LOB
data, which allows a greater range of applications to take advantage
of the resilience and security offered by DB2.

Native SQL Procedures

Stored procedures were first made available back in DB2 Version 4.
They allow application logic to be encapsulated in a database
object, which can then by invoked using SQL. Stored procedures
can provide a number of very significant benefits, including lower
maintenance costs through improved code re-use, better
performance (especially for client/server applications) and enhanced
security.

Stored procedures can be written in most of the programming
languages commonly in use on the mainframe, but developers and
DBAs also have the option to write stored procedures in native SQL.
This provides some significant benefits in application portability and
maintenance. However, prior versions of DB2 were unable to
natively execute SQL procedures, so they had to be internally
converted to C code and compiled. This meant additional
development complexity, and required a z/OS C compiler i a show-
stopper for many DB2 customers.

+«— Develop ——» | «—Deploy —»

el

SQL Stored

Procedure

DB2 Engine

Figure2- Traditional SQL Procedure Deployment

DB2 9 addresses these issues by allowing SQL stored procedures
to be executed natively by DB2 i no compilation step is necessary
and the requirement for a C compiler has been removed.
Performance will also be enhanced for many SQL procedures, as
the code is executed directly within the DB2 engine. This benefits
short-running procedures more than long-running ones, but
performance can be boosted by up to 80% compared to Version 8.

JUNE 2007
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Customers with a significant SQL
procedure workload and a zIIP engine
could see a significant reduction in
the cost of running that workload.

The enhancements delivered in DB2 9
significantly broaden both the scope
and appeal of SQL procedures.
Customers who have not previously
implemented them should re-evaluate
that decision in light of these
changes.

"IBM and SAP have cooperated very
closely on DB2 9 for z/OS and we look
forward to supporting our customers
with these new capabilities."

Torsten Wittkugel, Vice President of
Database and Operating System
Platform Development, SAP

211 P processors (z9 Integrated Information Processor s)tooffleadsmdoftter oduc e d

+— Develop ——» | «—Deploy —

DB2 Engine
SQL Stored

SQL Stored

Procedure

Procedure

Figure3-DB2 9 SQL Procedure Deployment

Two more valuable enhancements have been made to SQL
procedure support in DB2 9:

e Versioning. Additional support has been provided to allow
multiple versions of a given SQL procedure to be more easily
managed. This allows new versions of an SQL procedure to be
implemented and/or backed out with a single command,
increasing responsiveness and improving DBA productivity.

e Deployment to multiple servers. This enhancement allows a
new version of an SQL procedure to be simultaneously
deployed to multiple DB2 servers with a single command,
improving DBA productivity and decreasing the amount of time
required to deploy new applications.

Finally, DB2 9 allows part of the work associated with SQL
procedure execution to become eligible for zIIP® processing.
Customers with a significant SQL procedure workload that also have
one or more zlIP processors installed within their System z
environment could see in a significant reduction in the cost of
running that workload.

In summary, the enhancements delivered in DB2 9 significantly
broaden both the scope and appeal of SQL procedures, allowing
them to be deployed more efficiently and executed more quickly and
at lower cost than before. Customers who have not previously
implemented SQL procedures should re-evaluate that decision in
light of these changes.

Enhanced ERP Support

DB2 for z/OS is well established as the premier data server for high-
end ERP systems such as SAP, and IBM continues to enhance DB2
to better support the needs of these demanding applications.

The following new features will benefit a wide range of DB2
applications, but will be of particular value within large DB2 for z/OS
ERP environments. Please refer to the IBM Redbook DB2 9 and
SAP enhancements (SG24-7239: DB2 9 and SAP enhancements)
for further information on pureXML.

e Notlogged tables. For some high-volume ERP operations, the
overhead associated with logging inserts or updates made to
DB2 data can become a bottleneck. DB2 9 provides a new
option to selectively disable logging for certain tables where

workload normally executed by general purpose System z processors (known as CPs) without the software charges normally associated with an
additional CPU. Customers can purchase as many zIIP processors as they have general purpose CPs. DB2 for z/OS V8 was the first System z product to
make use of these new engines, with the ability to offload some of the work associated with certain distributed SQL, utility and parallel processing.

JUNE 2007
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absolute recoverability of the data is not required. This has to
be used with care, but can provide performance benefits where

Volume-based utilities can reduce the data can be recovered or recreated outside of DB2.
overall operating costs and speed up

data recovery in the event of a e Volume-based utilities. DB2 Version 8 introduced some
hardware failure powerful new facilities to backup or restore an entire DB2

system using a single command i especially valuable where a
subsystem supports a single large application such as SAP.
DB2 9 further enhances these facilities by supporting backup

AiWe will be able rels and recovery operations to tape as well as disk, and allowing
processes to reduce or eliminate specific objects to be recovered from a system backup. These
some backups. That will help us enhancements can reduce overall operating costs and speed
operationally with batch schedules, up SAP data recovery in the event of a hardware failure.
but will also save CPU cycles, DASD o o ]
space and tapes which all help to e Partition by Groyvth. Many ERP applications have to deal with
reduce cost. o large and unpredictable data volumes. One of the challenges
this brings is how to physically store the data, as many tables
DB2 9 for z/OS Beta Customer are too large to fit into a single physical file. DB2 allows the

DBA to fApartitionodo the table dat:
there is no c otalhDBXwhiehmartitidhkoeplpoz t o
a given row into.

No suitable
Insert fails, artitioning

) . 0
no room in key
tablespace -

The partition by growth feature g :

greatly simplifies space management,
improving both DBA productivity and
data availability.

DB2 Simple

Tablespace
(Max 64GB)

Figure4 dERP Space Management Challenges

iwWedl |l be able to clo DB2 9 introduces a new fipartitior
by growth tablespaces and deliver instructs DB2 to insert new rows into the last partition, and
some significant data availability and automatically create new partitions as necessary (up to a total
DBA productivity bejln size of 128 TB). This greatly simplifies space management,
improving both DBA productivity and data availability.
DB2 9 for z/OS Beta Customer

New partition

automatically

createdwhen
needed

Insert into last
partition

Figures d Partition By Growth

e Reordered row format. Many ERP systems make extensive
use of varying-length columns within DB2, as this gave ERP

JUNE 2007 PAGE 11
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The new reordered row format in DB2
9 can dramatically reduce the CPU
requirements for some large queries

Together, these enhancements
further consolidate
the preferred database for ERP
applications such as SAP.

vendors the ability to easily expand column sizes before the
advent of DB26s dynamic. schema cl

Prior to DB29, the existence of a varying-length column in a
table created more work for DB2, as each time a row was
accessed it had to calculate the position of all columns after the
first varying length one (see Figure 6).

Basic Row Format

VariableLength Columns

/ \

Customer # Title First Name Initial SIGENE X‘
8739789 Mr John w Doe X

Offsets must be calculated for these
columns each time row is accessed

Figure6 d Basic Row Format

A n egewrddiedrowfor mat 6 i ntroduced in D
automatically places all variable-length columns at the end of

the table and stores their offsets within a hidden area in the row

(see Figure 7). This can dramatically reduce the CPU

requirements for some queries, with up to 50% savings where

large numbers of varying length rows are retrieved.

Reordered Row Format
VariableLength Columns

N\

Customer # Title Initial X Offset First Name Surname ‘
8739789 Mr % X John

Doe

No offset calculation needed

Figure7 dReordered Row Format

e Virtual Storage Improvements. As described in Appendix A i
DB2 V8 Review on page 29, the previous release of DB2
fundamentally re-architected many system components to take
advantage of the 64-bit memory model and improve system
scalability. DB2 9 introduces a number additional changes to
further exploit the new architecture, with some SAP SD
benchmarks showing performance improvements of up to 60%
compared to DB2 for z/OS Version 8.

e LOB Enhancements. ERP systems make extensive use of
Large Object (LOB) columns within DB2, so the enhancements
previously described in the section on New LOB Capabilities on
page 8 are especially important for ERP applications.

Together, these enhancements reduce DB2 CPU usage and

improve DBA productivity and data availability. They further
consolidate DB26s position as the g
applications such as SAP.

JUNE 2007
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Today, DB2 for z/OS is considered to
be primarily an OLTP data server,
with other databases being a more
common choice for data warehousing
duties. There are some good reasons
for customers to re-consider this
position.

Indexes can now be compressed, with
space savings of around 50% being
observed. Given that most Bl
environments are typified by a very
large number of indexes, this
enhancement will constitute a major
cost saving for most Bl applications.

Business Intelligence Support

When it was first commercially released, DB2 for z/OS was initially
positioned by IBM as a business information / data warehousing
server 1 high-volume OLTP capabilities were only added in later
releases.

Today, DB2 for z/OS is considered to be primarily an OLTP data
server, with the DB2 for Linux, Unix and Windows variant (or other
vendor 6 s deairnga maecensmon choice for Bl and data
warehousing duties. This approach is often dictated by cost
concerns or historical inertia, but there are some good reasons for
customers to re-consider this position:

Resilience. Many customers are finding that access to their
data warehouse is every bit as critical as their operational
systems, making the availability of such systems a major
business concern. System z offers unparalleled resilience, with
sophisticated security facilities to prevent unauthorised access
and a mean time between failure (MTBF) unmatched by other
platform.

Scalability. Businesses are collecting more and more
information about their customers and their buying habits,
resulting in an explosion in the volume of data available for
analysis. The System z environment is one of the most highly
scalable platforms available, and established DB2 features
such as Sysplex query parallelism (which allows multiple DB2
systems to share the work required to execute a large or
complex query) enable the full power of the System z
architecture to be used for Bl queries.

Real-time data. A major trend in the use of business
intelligence is the move to real-time warehousing. Many
customers can no longer afford to wait weeks or even days to
analyse and react to changes in their business: they need
instant analysis in real time. Placing the warehouse adjacent to
the operational systems i or even making them part of the
same database 1 can significantly reduce the lag between
operational data changes and business insight, while improving
the consistency and integrity of the warehouse data.

For these and other reasons, IBM is renewing the emphasis on
DB2forz/IOSas a Bl server. DB2 9 signif
capabilities in this area, with a number of important enhancements:

Indexing Improvements. A number of very significant
improvements have been made to the way in which DB2
indexes data. Indexes can now be compressed, with space
savings of around 50% being observed by most beta test
customers. Given that most Bl environments are typified by a
very large number of indexes to improve query performance,
this enhancement will constitute a major cost saving for most Bl
applications.

DB2 9 also extends the capabilities of indexes to allow them to

be created on Seéslwelfagbagecoumssilo ns 0
the example below, an index has been created on the
expression fAsal ary theegpessiorfrorei on o
having to be evaluated for every row in the table when running

the simple query shown. This ability can dramatically reduce the

JUNE 2007
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DB2 9 extends the capabilities of
indexes to allow them to be created
on SQL
columns. This ability can dramatically
reduce the CPU required to satisfy
complex Bl queries.

fexpressi onsj|o

These enhancements significantly
enhance DB26s Blther
System z platform, and underline

CPU required to satisfy complex Bl queries, as DB2 needs to
evaluate the expression only once when each index entry is
created, rather than each time the query is executed.

868763 Mr X $50,500 $10,000
748939 Miss | X $55,000 $4,300
X X X X X

SELECT EMPLOYEE_NO
FROMEMPLOYEE_TABLE
WHERE SALARY + COMMISSION > 60,000

DB2 9 with index on
SALARY + COMMISSIC
DB2 is able to use index tc

directly access rows that
qualify

Priorto DB2 9
DB2 has to look at every
row in table and calculate
total to determine which
rows qualify

FigureBdIndex On Expression

SQL Enhancements. DB2 9 includes a large number of SQL
enhancements aimed specifically at OLAP (Online Analytical
Processing) applications, including the RANK, DENSE_RANK
and ROW_NUMBER functions. These new capabilities can
reduce development time and improve performance for key
queries.

Optimisation Enhancements. DB2 9 includes a number of
enhancementstoDB 2 6 s i-leadingsoptimiger i the key
component that allows DB2 to pick the most efficient access
path for a given query. DB2 9 is better able to deal with non-
uni form data by allowing the
so it can make more intelligent access path decisions.
Optimisation of compl ex
bl ocksd has also been
best access path for the entire query rather than looking at each
block separately.

Not logged tables. This feature (previously described in the
section on Enhanced ERP Support on page 10) will also be of
benefit for many data warehousing applications, which require
large volumes of data to be loaded quickly.

| BM6s renewed empha . . :

& These enhancements significant
the System z platform, and unde
this area.

Streamlined Sec  urity and Compliance

Regulatory compliance is one of the major business challenges

facing todaydés enterprises, and

keenly felt than within IT. Regulations such as the Sarbanes-Oxley
JUNE 2007 PAGE 14
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Act, HIPAA and Basel Il place serious and demanding obligations
on a company to protect and secure the sensitive information held
within its IT systems, and to be able to prove that they have done

So.
The System z platform has a long
history of providing a safe and secure The System z platform has a long history of providing a safe and
environment for data, but new secure environment for data, but these new regulations have raised
compliance regulations have raised requirements for new features within the operating system and other
requirements for new features within system software. DB2 9 has responded to these requirements with
the operating system and other the following enhancements. For further technical details, please
system software. DB2 9 has refer to the IBM Redbook Securing DB2 and Implementing MLS
responded to these requirements. on z/OS (ITSO, 2007).

Network Trusted Contexts and Roles

Many of todayés applications (such
Application Server and SAP NetWeaver) use a 3-tier architecture.

Using this approach, the middle-tier application server is usually
responsible for authenticating the end-user before passing data

access requests to the database on the third tier.

For performance reasons, access to the back-end database is
normally performed using a user and password provided by the
application server. Unfortunately, this introduces a number of
security concerns including the loss of the end-user identity for

database access requests (with the associated loss of

Network trusted contexts provide the accountability) and the potential for weakened security due to the
best of both worlds, with robust middle-tier user having to possess a superset of all authorities
security for non-trusted connections required by all application processes.

and good accountability with no

performance compromises for trusted DB2 9 introduces the concept of network trusted contexts: pre-
connections. defined incoming connections which originate from a trusted location

and are therefore not subject to normal authentication checks. As
these checks can be bypassed, the application server can switch
the user associated with the connection while avoiding many of the
overheads that would previously have been incurred. In the
meantime, normal DB2 security rules remain in place for non-trusted
connections, as shown in the diagram below.

DB2 Server

Context WAS1
ADDRESS WAS1.SERVER.ADDH

Non-trusted Connections
(user authentication

Trusted Connections

required)

(user autheptication
iNet work trusted coln not required)
big deal for us. It will allow us to lock

in access permissions to the

Websphere servers and prevent the
application user from being used
el sewhere. o

Kevin Campbell, Application
Architect, Univar USA

Websphere Server WAS1 Websphere Server WAS2 Other clients

Figure9 d Network Trusted Contexts

PAGE 15



TRITON CONSULTING WHITE PAPER: DB2 9 FOR Z/OS - DATA ON DEMAND

fi | n s tobtagders allow us make
more database changes with less
impact on existing

Kevin Campbell, Application
Architect, Univar USA

C

This approach provides the best of both worlds, with robust security
for non-trusted connections and good accountability with no
performance compromises for trusted connections.

Another new DB2 9 feature allows a set of DB2 privileges to be
grouped into a construct known as a role. Roles are only available
via a trusted context, so for the first time it is possible for the DB2
authorities held by a developer, DBA or user to be dependent upon
their physical location. For example, a DBA may be able to view the
contents of a sensitive table only while within an organisat i on 6 s
offices.

The combination of these two new features provides significantly
enhanced security, better auditability and improved performance
when compared to previous versions of DB2.

Enhanced Auditing

The ability to audit changes made to data, and to the access given
to that data, is a key aspect of many compliance regulations.

DB26s audit capabiliti esendomapassthal s o
role concept described above. DB2 9 also makes it possible to be

much more selective when starting audit (and other) traces, allowing
tracing to be confined to those areas where it is required and

reducing the volume and overhead of trace data.

Instead Of triggers

A commonly-used technique for limiting application access to
sensitive tables in DB2 is to use a view on the table that excludes
the sensitive information, and only provide the application with
access to the view (see diagram below).

Base Table with sensitive data

Employee_No Title First Name LastName Salary Commission
868763 Mr John Doe $50,500 $10,000
748939 Miss | Jayne Keele $55,000 $4,300
X X X X X X
/I ,/ No read access to
/ i )/ base table

¢ Table View /

868763 Mr John Doe

748939 Miss | Jayne Keele

X X X X

Update access
allowed
Read access To base table
allowed

to table view

Figurel08 Using Views to Hide Sensitive Data

This approach works well for read access, but under some
conditions it is not possible to perform inserts, updates or deletes
through a view (when the view references more than one table, for
example). Previously, this restriction meant that applications would
read data though a view, but perform updates on the base table.
This makes application development, compliance and audit checks
more complex.
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